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YubiKey 5 NFC
HapéxxHasa ayteHTupumnkauma
aféxHasa ayTeHTudurKaL, //¢

ANA 4HaCTHbIX 1y N bunsHeca

©

5-e nokoneHune knrouer 6e30nacHOCTV ANA HAAEXKHOW ayTeHTUOMKALIMM

YubiKey 5 — 310 cepua komnakTHbix USB karoueit 6e3onacHoCT ansa MHOrohakToOpHOW ayTeHTUOUKALLN.
Tenepb ¢ noaaepxkor FIDO2 becnaponbHoi ayteHTndvkaumm 1 USB + NFC moaensto — YubiKey 5 NFC.

B3anmogericteme ¢ YubiKey He TpebyeT 6bonee ueM NpoCTOro NPUKOCHOBEHMA. [ns ero paboTbl He HyXXHbl
ApariBepbl MK Cneumanmn3npoBaHHoe 0bopyaoBaHue. Bel MOXeTe 1Mcnob3osaTh oanH YubiKey co
MHOXECTBOM KOMTbIOTEPOB 1 MOBW/IbHBIX YCTPOWCTB, @ OAMH KNFOY NMOAAEPXKMBAET HEOrPAHMUYEHHOE
KOIMYECTBO YUETHbBIX 3amnmcen.

Kntoum YubiKey npaktyuecku HepaspyLLmMbl, MX MOXHO AepXaTb Ha OAHOW CBA3KE C KAKUYamu OT A0Ma
nan asTomobmna. YubiKey pabotaer ¢ OC Windows, macOS v Linux, MOAAEpXMBAET MOMyAAPHbIE
MeHeXXepbl Naponen, Takve Kak Lastpass, Dashlane, Keepass 1 apyrme. Knroum MOXHO MCNOAb30BaTh A4
BXOZa B YUé€THble 3anuck Google, Microsoft, Dropbox, GitHub 1 MHOTMX Apyrux OHAANH-CEPBMCOB.

Mpenmywectsa YubiKey

= Paboraet be3ynpeuno ¢ Microsoft Windows, Apple macQS, Linux, iOS 1 Android

» He TpebyeT HaCTPOVKK, HET HaAOOHOCTN BBOAMTL OAHOPA30BbIE MAPOAN BPYUHYHO

= bpicTpee 1 be3onacHee yem napoav B8 CMC, yctapeBLume TokeHbl 1 OTP npuaoxerus

= Onpeaensetca kak HID-ycTpoicTBO 1 paboTtaeT OAMHAKOBO Ha BCEX KOMMbIOTEPAX

= He TpebyeT ApaiiBepos., knneHTckoro 10, batapeek, 1 He COAEPXMT NOABMXKHbBIX YacTen

* Y2pONpPOYHBbIf 1 BOAOHENPOHMLL@eMbIA— Katoum YubiKey npaktnyeckmn HepaspyLmmbl

= BecuT BCero 3r, NOMELLAEeTCa Ha CBA3KE C KIKOUaMM WAV NMOAHOCTBHO B USB-MopT kKomnbroTepa
» [IpomssoamnTtca B Weeunn 1 CLUA, ¢ cobntoaeHvem BCeX HOPM KadecTBa 1 6€30MacHOCTM

>the_kernel

We don’t panic.



> yubico

Trust the Net

TexHnyeckne xapakTepuCTUKm

USB (USB 2.0 Tvin A) USB 3.x coBMECTUMbIN

NFC (NFC), obpaTHas coBmecTMMOCTb ¢ MIFARE

Pe>knmbl paboTbl

FIDO2 Pexum FIDO2 no3BONAET XPaHUTb yUYeTHble AaHHble ANA NOCeayroLlero 6ecnapobHOrO BXOAA B
YYETHblE 3aMnCK Ha CaTax 1 yCTPOMCTBaX.

Pexunm USB: FIDO

YHuBepcanbHasa Pexxiim U2F no3Bonaet XpaHnTb HEOrpaHNYEHHOE KONMYECTBO YYETHbIX AaHHbIX 1 aBnaetca FIDO-
AByXxdaKTopHas CepTUOULMPOBAHHBIM.
ayteHTudukauuna U2F

Pexwum USB: FIDO

OpHopa3oBbIii napoab OTP OTP annnet coaepxuT ABa NPOrpaMMMpyemMblx CNOTa, KaxX bl MOXET BMELLATh OAMH U3 CedyroLLMX
BWAOB YYETHbIX AaHHbIX:

®  OaHopa30BbI Naposb Yubico
" HMAC-SHAT Bbizos-Orser

" Cratnueckui naponb

= OATH-HOTP

Pexunm USB: OTP

OATH [aHHbIV pexXM NO3BONAET XPaHUTb A0 32-X 3anuceit yueTHbIx AaHHbix OATH v noaaepxmBaeT kak
OATH-TOTP (dpaktop BpemeHw), Tak 1 OATH-HOTP (dakTop cueTumka). And AoCTyna K AaHHOMY
annnerty Tpebyetca Yubico Authenticator.

Pexunm USB: CCID

PIV-coBmecTtumas cmapT-KapTta Pexum cmapT-kapTbl PIV (yAOCTOBEPEHME MYHOCTH).
3HaYeHMA NO YMONYGHWMIO:

" PIN: 123456
" PUK: 12345678
" Koy ynpasnenua: 10203040506070801020304050607080102030405060708

I'Iomepxw BaeMble anropuTMbl:

® RSA1024
®  RSA 2048
" ECCP256
" ECCP384

Cnotbl MHPOPMaLMK:

" Cnort 9a: AyteHTnduKaLma

= Cnot 9b: Kntou ynpasnexus

" Cnor 9c: Undposaa noanmce

" Cnort 9d: YnpasneHuve knrouamm

" Cnot 9e: AyTeHTUdMKaLMA KapTbl

= Cnort f9: Attectaums

" Cnotbl 82-95: YnpasneHve He3aAeNCTBOBaHHbIMM KKOYaMM

Pexunm USB: CCID
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OpenPGP [aHHbIM pexxm cooTBeTCTBYET cnelmdukalmm cvapt-kapT OpenPGP Bepcumn 2.0, koTopasa MoxeT
npuMeHATbCa ¢ GNUPG. Ansa kntouelt annHo 6onee 2048 out Tpebyetca GnuPG sepcun 2.0 uam

BblLLE.

HOﬂ,ﬂ,ep)KMBaeMble aNTOPUTMbI:

"  RSA1024
®  RSA 2048
®  RSA 3072
®  RSA 4096

Pexunm USB: CCID

O6wWwme xapaKTepucTuKn

NHTepdeiic USB-A

Fa6apuTHblie pa3mepsbl (WU*A*B)  18MM x 45MM X 3.3MM

"
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TemnepaTtypHble XxapaKTepUuCcTUKu
Pa6ouunii pe>xxum O10 °C 1040 °C

XpaHeHue Or -20 °C po 85 °C

fononHntensHaa nHGopmaums:

[lokyMeHTauus Ans pa3paboTumKoB:
https://developers.yubico.com/

BrnbanoTekn 1 NporpamMmmHble NPOEeKTbI:
https://developers.yubico.com/Software Projects/

Ectb BOnpochI?

YKpaunHa

yn. Muxanna pywesckoro 10, od. 212
01001, Knes, YkpanHa

Ten. +38 (044) 35 31999

3n. nouta: info@thekernel.com.ua
Be6-canr: https://thekernel.ua

Ob6beanHéHHble Apabckme Imupartsl - [NaBHbIN oduc

Dubai Airport Free Zone 6EA, #209. Dubai — UAE
Tel. +971(04) 7017 260

Email: info@thekernel.com

Web: https://thekernel.com
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