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YubiKey 5 Nano

HaaéxHasa ayteHTUdMKayma
ANS YaCTHbIX AN, 1 Bu3Heca

5-e nokoneHune knrouer 6e30nacHOCTV ANA HAAEXKHOW ayTeHTUOMKALIMM

YubiKey 5 — 310 cepus koMnakTHbIx USB katouelt 6e30nacHOCTM AN MHOrOGakTOpHOW ayTeHTUdMKaLMN.

B3aumogeictame ¢ YubiKey He TpebyeT boaee uem NpOCTOro NPUKOCHOBeHMA. s ero paboTbl He HyXHbI
JpanBepbl MK CneLnann3npoBaHHoe 0bopyaoBaHve. Bbl MoxeTe ncnonb3orats oamH YubiKey co
MHOXECTBOM KOMMbHOTEPOB M MOOUM/BbHbIX YCTPOMCTB, @ OAMH KU MOAAEPXKMBAET HEOTPaHNUEHHOE
KONMYECTBO YUETHbIX 3anmncei.

Kntoum YubiKey npaktuecku HepaspyLLmmbl, MX MOXHO AepxXaTb Ha OAHOW CBA3KE C KIKYamm OT A0Ma
nan asTomobmns. YubiKey pabotaet ¢ OC Windows, macOS 1 Linux, noaaep>XvBaeT nonyaspHble
MeHexepbl Naponer, Takue kak Lastpass, Dashlane, Keepass v apyrve. Knroum MOXHO MCNOAb30BaTh AN
BXOZa B yYUéTHble 3anuck Google, Microsoft, Dropbox, GitHub 1 MHOrmMx Apyrux oHAaNH-CEPBMCOB.
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= Paboraet 6e3ynpeuHo ¢ Microsoft Windows, Apple macOS, Linux, iOS 1 Android

= He TpebyeT HaCTPOWKM, HET HAZOBHOCTH BBOAMTL OAHOPAa30BbIe MapON BPYUHYHO

» bricTpee 1 be3onacHee yem napoam 8 CMC, ycrapeslve TokeHbl 1 OTP npuaoxeHus

= Onpegensetcs kak HID-ycTpoicTBO 1 paboTaeT 0AMHAKOBO Ha BCEX KOMMbIOTEPAX

» He TpebyeT ApaniBepos, kKaneHTckoro IO, batapeek, 1 He COAEPXMT MNOABUXKHbBIX YacTen

= Y,apOMpPOUHBbIV 1 BOAOHENPOHMLL@eMbIi— Katoun YubiKey npaktnyeckmn HepaspyLmmbl

= Becut Bcero 1Ir, MoOMeLLaeTca Ha CBA3KE C KAKoUaMu MaK NoJHOCTEHO B USB-nopT kKomnbroTepa
= [lTpomnssoantca 8 Lseunm 1 CLUA, ¢ cobaroaerHvem BCeX HOPM kKayecTBa 1 6e30MacHOCTM

MpenmyLiectsa YubiKey
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Trust the Net

TexHnyeckne xapakTepuCTUKm

USB (USB 2.0 Tun A) USB 3.x coBMECTUMbIN

Pe>knmbl paboTbl

FIDO2 Pexum FIDO2 no3BONAET XPaHUTb yUYeTHble AaHHble ANA NOCAeAyrOLLEro 6ecnaponbHOro BXOAA B
YYETHbIE 3aMnCK Ha CaliTax 1 yCTPOMCTBaX.

Pexunm USB: FIDO

YHuBepcanbHasa Pexxiim U2F no3BonaeT XpaHnTb HEOrpaHNYEHHOE KONMYECTBO YYETHbIX AaHHbIX 1 aBnaetca FIDO-
AByxdakTopHas CepTUOULMPOBAHHBIM.
ayteHTudukauuna U2F

Pexum USB: FIDO

OpHopa3oBbIii napoab OTP OTP annnet coaepxuT ABa NPOrpaMMMpyemMblx CNOTa, KaxX bl MOXET BMELLATh OAMH U3 CedyroLLMX
BMAOB YYETHbIX AaHHbIX:

" OjaHopa3oBbI Naposk Yubico
" HMAC-SHAT Bbizos-Ortser

" Cratmueckui naposb

" OATH-HOTP

Pexunm USB: OTP

OATH [aHHbI pexXM NO3BONAET XPaHUTb A0 32-X 3anuceit yueTHbIX AaHHbiX OATH 1 noaaepxmBaeT kak
OATH-TOTP (dakTtop Bpemeru), Tak u OATH-HOTP (dakTop cuetumka). Ana 40CTyna K AaHHOMY
annnerty Tpebyetca Yubico Authenticator.

Pexunm USB: CCID

PIV-coBmecTMmas cmapT-KapTa Pexuvm cmapT-kapTbl PIV (yAOCTOBEPEHME MYHOCTH).
3HaYeHMA NO YMONYGHWMHO:

" PIN: 123456
" PUK: 12345678
" Kntou ynpasneHua: 10203040506070801020304050607080102030405060708

MosnepxuBaEMble anrOpUTMBI:

" RSA1024
®  RSA 2048
" ECCP256
" ECCP384

Cnotbl Hpopmaumm:

" Cnort 9a: AyteHTndmKauma

= Cnot 9b: Kntou ynpaBneHums

"  Cnort 9c: Lndposasa noanmcs

" Cnort 9d: YnpasneHuve knrouamm

" Cnort 9e: AyTeHTndmKaLma KapTbl

= Cnort f9: Attectaums

" Cnotbl 82-95: YnpasneHve He3aAeNCTBOBaHHbIMM KKOYaMM

Pexunm USB: CCID
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OpenPGP [aHHbI pexxm cooTseTcTBYeT Cneumdukaumm cmapt-kapt OpenPGP sepcunm 2.0, koTopas MOXeT
npuMeHATbCa ¢ GNUPG. Ansa kntouelt annHoit 6onee 2048 out Tpebyetca GnuPG sepcum 2.0 uam

BblLLe.

I'Iomepxmsaemue aNTOPUTMbI:

"  RSA1024
®  RSA 2048
®  RSA 3072
®  RSA 4096

Pexunm USB: CCID

O6wWwme xapaKTepucTuKn

NHTepdeiic USB-A

FabaputHblie pa3mepsbl (LWU*A*B)  12MM x 13MM x 3.1MM

"
0]
e
—
-

TemnepaTtypHble XxapaKTepUuCcTUKu
Pa6ouunii pe>xxum O10 °C 1040 °C

XpaHeHue Or -20 °C po 85 °C

fononHntensHaa nHGopmaums:

[lokyMeHTauus Ans pa3paboTumKoB:
https://developers.yubico.com/

BrnbanoTekn 1 NporpamMmmHble NPOEeKTbI:
https://developers.yubico.com/Software Projects/

Ectb BOnpochI?

YKpaunHa

yn. Muxanna pywesckoro 10, od. 212
01001, Knes, YkpanHa

Ten. +38 (044) 35 31999

3n. nouta: info@thekernel.com.ua
Beb6-cant: https://thekernel.ua

Ob6beanHéHHble Apabckme Imupartsl - [NaBHbIN oduc

Dubai Airport Free Zone 6EA, #209. Dubai — UAE
Tel. +971(04) 7017 260

Email: info@thekernel.com

Web: https://thekernel.com
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