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YubiKey Nano FIPS

HapéxHas ayteHTUduMKauma ana 6msHeca
M TOCYAaPCTBEHHbIX OpraHmn3aLnm

FIPS 140-2
VALIDATED

CepTtdmrLmpoBaHHble annapaTtHble katoum 6esonacHocT YubiKey FIPS

YubiKey FIPS — 370 cepua komnakTHbix USB kntouen 6e30nacHOCTM ANd HAAEXHOW ayTeHTUdMKaLLMN.

MpomblwneHHbI avaep cpean FIPS 140-2 ceptudmumpoBaHHbIX annapaTHbIX Kaouen 6e30MacHOCTY.
Cepua YubiKey FIPS obecneunBaeT HafeXHYrO ayTEHTUOUKALMIO 1 3aLLUTY OT QULLIMHIA, KubepaTak, 1
KpaXu YUETHbIX AaHHbIX. JlaHHbIe KNHouUM NO3BONAKOT KOPMOPALMAM U FOCYAAPCTBEHHBIM C1yX6am
COOTBETCTBOBATH BbICOUAMLLMM YPOBHAM 0becneyeHna 6e30nacHoOn ayTeHTUdMUKaLmm.

B3aumogenictare ¢ YubiKey He TpebyeT 6oaee vem NpPOCTOro NPUKOCHOBEHMA. 1A ero paboTbl He HyXHbI
ApariBepbl nan Cneumanm3npoBaHHoe 0bopyaoBaHue. Bel MOXeTe ncnonb3osate oanH YubiKey co
MHOXECTBOM KOMTMbIOTEPOB 1 MOBU/IbHBIX YCTPOWCTB, @ OAMH KNHOY NMOAAEPXKMBAET HEOrPaHUYEHHOE
KOJIMYECTBO YUETHbIX 3ammcen.
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FIPS 140-2
VALIDATED

MpenmyLiectsa YubiKey

= Paboraet be3ynpeuHo ¢ Microsoft Windows, Apple macOS, Linux, iOS 1 Android

» He TpebyeT HaCTPOVKK, HET HaAOOHOCTN BBOAMTL OAHOPA30BbIE MAPOAN BPYUHYHO

= bpicTpee 1 besonacHee yem napoav B8 CMC, yctapeBLume TokeHbl 1 OTP npuaoxerus

= Onpezensetca kak HID-ycTpoicTBO 1 paboTtaeT 0AMHAKOBO Ha BCEX KOMMbIOTEPAX

= He TpebyeT ApaiiBepos, knneHTckoro 10, batapeek, 1 He COAEPXMT MOABMXKHbBIX YacTen

* Y2pONpOYHBbIf 1 BOAOHENPOHMLL@eMbI— Katoum YubiKey npaktnyeckmn HepaspyLmmbl

= Becut BCero 1Ir, MOMeLLaeTca Ha CBA3KE C KKoUaMu Mav MOSHOCTBHO B USB-nopT komnbroTepa
» [IponssoamnTtca B Weeunn n CLUA, ¢ cobnroaeHvem BCeX HOPM KadecTBa 1 6e30MacHOCTM
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Trust the Net

TexHnyeckne xapakTepuCTUKm

USB (USB 2.0 Tvin A) USB 3.x coBMECTUMbIN

Pe>knmbl paboTbl

FIDO2 Pexum FIDO2 no3BONAET XPaHUTb yUYeTHble AaHHble ANA NOCAeAyroLLEero 6ecnaponbHOro BXOAA B
YYETHbIE 3aMnCK Ha CaiTax 1 yCTPOMCTBaX.

Pexunm USB: FIDO

YHuBepcanbHasa Pexxiim U2F no3sonaet XpaHnTb HEOrpaHNYEHHOE KONMYECTBO YYETHbIX AaHHbIX 1 aBnaetca FIDO-
AByxdakTopHas CepTUOULMPOBAHHBIM.
ayteHTudukauuna U2F

Pexum USB: FIDO

OpHopa3oBbIii napoab OTP OTP annnet coaepxuT ABa NPOrpaMMMpyemMblx CNOTa, KaxX bl MOXET BMELLATh OAMH U3 CedyroLLmX
BMAOB YYETHbIX AaHHbIX:

" OjaHopa3oBbI Naposk Yubico
" HMAC-SHAT Bbizos-Ortser

" Cratmueckui naposb

" OATH-HOTP

Pexunm USB: OTP

OATH [aHHbI pexXM NO3BONAET XPaHUTb A0 32-X 3anucelt yueTHbIX AaHHbiXx OATH 1 noaaepxmBaeT kak
OATH-TOTP (dakTtop Bpemeru), Tak u OATH-HOTP (dakTop cuetumka). Ana 40CTyna K AaHHOMY
annnerty Tpebyetca Yubico Authenticator.

Pexunm USB: CCID

PIV-coBmecTMmas cmapT-KapTa Pexuvm cmapT-kapTbl PIV (yAOCTOBEPEHME MYHOCTH).
3HaYeHMA NO YMONYGHWMHO:

" PIN: 123456
" PUK: 12345678
" Kntou ynpasneHua: 10203040506070801020304050607080102030405060708

MosnepxuBaEMble anrOpUTMBI:

®  RSA 2048
" ECCP256
" ECCP384

Cnotbl Hpopmaumm:

" Cnort 9a: AyteHTndmKauma

= Cnot 9b: Kntou ynpasnexus

" Cnort 9c: Lndposasa noanmcs

" Cnort 9d: YnpasneHuve knrouamm

" Cnort 9e: AyTeHTndmKaLma KapTbl

= Cnort f9: Attectaums

" Cnotbl 82-95: YnpasneHve He3aAeNCTBOBaHHbIMM KKOYaMM

Pexunm USB: CCID
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OpenPGP [aHHbI pexxm cooTeeTcTBYeT cneumdukaumm cmapt-kapt OpenPGP sepcum 2.0, koTopas MOXeT
npuMeHATbCs ¢ GNUPG. Ansa kntouelt annHoit 6onee 2048 but Tpebyetca GnuPG Bepcum 2.0 uam
BbILLe.

MNozaAepX1BaeMble anroOpUTMbI:

" RSA 2048
®  RSA 3072
"  RSA 409

Pexum USB: CCID

O6wue XxapakTepucTuKu

NHtepdeiic USB-A

Fa6bapuTHble pasmepsl (WW*A*B)  12MM X 13MM X 3.1MM

TemnepaTtypHblie XapaKTepuUCTUKn
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Pa6ouuii pexxum O10 °C 1o 40 °C

XpaHeHune Ot -20 °C po 85 °C

[lononHuTenbHaa nHbopmayms:

[lokymeHTauus Ans pa3paboTumKoB:
https://developers.yubico.com/

BrnbanoTekn 1 NporpamMmHble NPOeKTbI:
https://developers.yubico.com/Software Projects/

Ectb BONpOCHI?

YkpanHa O6beanHéHHbIe Apabckne IMupatbl - [naBHbIA opuc
yn. Muxanna lpywesckoro 10, od. 212 Dubai Airport Free Zone 6EA, #209. Dubai — UAE

01001, Knes, YkpanHa Tel. +971 (04) 7017 260

Ten. +38 (044) 35 31999 Email: info@thekernel.com

In. nouta: info@thekernel.com.ua Web: https.//thekernel.com

Beb-canT: https://thekernel.ua
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